
RTH FacilityBot

SSO Setup Guide ( SAML - Google)
Jun 2024

I. Objective
This guide helps administrators of FacilityBot setup SSO login. The process includes 3 parts:

A. Create groups on Google Admin.
B. Setup a custom SAML app.
C. Setup SSO in FacilityBot admin portal.

II. Create Groups on an Okta account.

1. Go to https://admin.google.com/

2. To create groups go to Directory -> Groups - > Create group

● Our system supports 4 groups name (FacilityBot_ROLE_Admin,

FacilityBot_ROLE_Manager, FacilityBot_ROLE_Responder,

FacilityBot_Role_Requestor), which map to the Admin, Manager, Responder and

Requestor roles in FacilityBot respectively

● Note however, that if an account has already been created within the FacilityBot admin

portal for that email address, the role specified within the FacilityBot admin portal will

override the role specified in Google.

● If there is no account created within the FacilityBot admin portal for that email

address, then a new account will be created in the FacilityBot admin portal with the

role specified in Google group when the user signs in



III. Setup custom SAML app

In Admin portal find “Apps” -> “Web and mobile app” -> “Add custom SAML app”



Step 1. Add app name, description, logo -> Continue



Step 2. Copy “SSO URL” and “Certificate”



Step 3. Add “ACS URL”, “Entity ID”, “Start URL”, “Name ID format”, “Name ID” with format below

ACS URL: https://portal.facilitybot.co/managers/auth/saml/callback

Entity URL: < your domain >

Start URL: https://portal.facilitybot.co/managers/auth/saml

Name ID format: EMAIL

Name ID: Basic information > Primary Email

https://portal.facilitybot.co/managers/auth/saml/callback
https://portal.facilitybot.co/managers/auth/saml


Step 4. Attribute mapping

In Attributes section mapping Primary Email -> uid

In Group membership mapping 5 groups ( Everyone, FacilityBot_ROLE_Admin,
FacilityBot_ROLE_Manager, FacilityBot_ROLE_Responder, FacilityBot_Role_Requestor ) -> groups
( downcase )

After added information above -> FINISH



IV. Setup SSO in the FacilityBot admin control panel.

1. Login to Admin portal -> Integrations -> SSO -> Click button Create SSO Config

2. In Custom Domain should be the same Entity URL value( step 3 of III )
3. In Kind field, select SAML
4. In IDP SSO Target URL is SSO URL that you copied above( step 2 of III )
5. In IDP Certificate is Certificate that you copied above( step 2 of III )
Now the SSO should work fine.
./.


