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I. Objective
This guide helps administrators of FacilityBot setup SSO login. The process includes 3 parts:

A. Create Groups on an Okta account.
B. Setup SSO on an Okta account.
C. Setup SSO in FacilityBot admin portal.

II. Create Groups on an Okta account.

1. Go to https://developer.okta.com/ -> Sign In -> Admin portal

2. To create groups go to Directory -> Groups - > Add group

● Our system supports 4 group names (FacilityBot_ROLE_Admin,

FacilityBot_ROLE_Manager, FacilityBot_ROLE_Responder,

FacilityBot_Role_Requestor), which map to the Admin, Manager, Responder and

Requestor roles in FacilityBot respectively

● Within Okta, you can create and assign email addresses to the respective Role

● Note however, that if an account has already been created within FacilityBot admin

portal for that email address, the role specified within the FacilityBot admin portal will

override the role specified in Okta

● If there is no account created within the FacilityBot admin portal for that email

address, then a new account will be created in the FacilityBot admin portal with the

role specified in Okta when the user signs in



III. Setup SSO on an Okta account.

1. In Admin portal find “Applications” -> Click button “Create App Integration”



2. In “Create a new app integration” select option “SAML 2.0” -> Next



3. In General Settings enter your App name -> Next



4. Add Single sign-on URL: https://portal.facilitybot.co/managers/auth/saml

5. Add Audience URI (SP Entity ID): Users will enter the Identifier (SP Entity ID) in the FacilityBot Sign
In page to identify your company.

https://portal.facilitybot.co/managers/auth/saml


6. Click “Show Advanced Settings” -> add Other Requestable SSO URLs :
https://portal.facilitybot.co/managers/auth/saml/callback



7. In Group Attribute Statements (optional) add some information below -> Next
Name: groups
Name format: Unspecified
Starts with: .*



8. On the Feedback step, select app type as an internal app -> Finish



9. On the Assignments tab, assign the groups created above to the groups with the same image below.

10. On the Sign On tab, click “More details” in SAML 2.0 section then copy “Sign on URL” and
“Signing Certificate” to Facility SSO config.





IV. Setup SSO in the FacilityBot admin control panel.

1. Login to Admin portal -> Integrations -> SSO -> Click button Create SSO Config

2. In Custom Domain should be the same Audience URI (SP Entity ID) value( section 3
of III )
3. In Kind field, select SAML
4. In IDP SSO Target URL is Sign On URL that you copied above( section 10 of III )
5. In IDP Certificate is Signing Certificate that you copied above( section 10 of III )
Now the SSO should work fine.
./.


